
The Essential Guide to 
Email Security

Cybercrime and data breaches 
are now a leading threat for 
business.  According to GOV.UK, 
almost half of businesses (46%) 
reported having cyber security 
breaches or attacks in the last 
12 months¹.
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The importance of 
email protection

Cyber crime and data breaches are 
now leading threats for every firm. In 
fact, according to some studies, many 
enterprises now regard this as their number 
one business risk, ahead of issues such as 
business disruption or natural disasters.

Cyber attacks are a growing and increasingly dangerous 
threat. According to government research, almost half of 
businesses in the UK (46 per cent) experienced a cyber 
attack in the year to March 20201.Of these, one in five 
experienced a material loss, such as money or data, 
as a direct result of the attack. Meanwhile, a further 39 
per cent reported they were negatively impacted in 
some other way, for example requiring new measures, 
having staff time diverted or witnessing wider business 
disruption.

Whether it is delivering malware, stealing login 
credentials to extract data, or fooling employees into 
sending funds directly to scammers, email threats can 
lead to severe consequences for businesses. Such data 
breaches can do great harm to firms' reputations, lead 
to lost business and leave them vulnerable to sanctions 
under regulations such as GDPR.

Therefore, defending against these specific threats 
must be a priority. However, with so many ways in 
which these attacks can be executed, one solution 
isn't enough. Instead, firms need a multi-layered 
approach that covers all their bases, from initial blocking 
of suspicious emails through to an effective incident 
response plan.
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46%
of Businesses
experienced
Cyber Attacks

46%

one in five experienced a material loss, such as money or data, as a 
direct result of the attack

But while criminals use a wide variety of methods to 
infiltrate businesses that can cause damage, one of 
the most common ways of attacking firms remains via 
email.
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The rising threat 
posed by email

There are a few reasons why hacks that rely 
on fraudulent or malware-infected emails 
are amongst the most common threats 
businesses face. They're relatively easy to 
perform, can launch a wide range of attacks 
and have a reasonably high success rate, 
as it may only take one recipient acting 
carelessly for a large enterprise to become 
infected.

Indeed, 94 per cent of malware that arrives on a PC 
comes via email2. Meanwhile, four out of five social 
engineering attacks use some form of phishing, and 
even some of the world's largest companies have 
fallen victim to cyber security incidents that use these 
channels.

One of the most famous examples of email as an attack 
vector was the Sony Pictures hack of 2014, which used 
phishing emails to gather employees' login credentials, 
among other methods3. This also shows the severe 
consequences of cyber attacks, including lost revenue, 
reputational damage and senior executives paying the 
price.

Small firms are also at risk

While attacks aimed at large enterprises tend to make 
the most headlines, this doesn't mean they're the only 
firms at risk. Small and medium-sized businesses may 
believe their information is not valuable enough for 
hackers to put the effort in, but this is far from the truth

In fact, smaller firms can often be more tempting 
targets than their larger competitors. They often have 
fewer resources to devote to cyber security, which 
means their defences are less robust. Criminals may 
use these companies as backdoors into the systems 
of larger partners, for example, or look to extort money 
from firms that cannot afford not to pay. 

For instance, in September 2020, the National Cyber 
Security Centre warned of a growing trend of schools 
and colleges being targeted by ransomware using 
methods such as phishing emails4. These often leave 
victims feeling they have no choice but to give into 
hackers' demands to retrieve encrypted data or prevent 
stolen information being publicly released.
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New trends mean new threats

Recent changes in our working patterns have also made 
email a more lucrative target for hackers. With home 
working becoming more prevalent, many employees 
are likely to be relying more heavily on the email channel 
for communications with colleagues and managers.

When an employee can't get up and speak to a co-
worker face-to-face to confirm a request is genuine, they 
may be more likely to respond to a phishing email that 
purports to come from their remote supervisor. Indeed, 
according to one study by Mimecast, impersonation 
fraud jumped by almost a third during the first 100 
days of the coronavirus pandemic as criminals sought 
to take advantage of these new ways of working5.

At the same time, many remote employees are not 
taking the necessary steps to stay safe. For instance, 
according to a study by CybSafe, almost a quarter (23 
per cent) use unauthorised devices for work tasks, which 
may lack essential defences such as email protection 
software, while only 37 per cent have received a cyber 
security policy that's tailored to home working6. 

Inbox
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Key email threats 
you need to know 
about

The first step in protecting your business 
from these threats is to understand what 
techniques criminals are likely to use, what 
information or actions they will be looking 
for, and how to recognise them.

Many of the tactics used by email hackers 
fall under the banner of 'phishing'. This is a 
general term that refers to any contact by 
email whereby a criminal is pretending to 
be a trustworthy or familiar entity, such as a 
colleague, supplier or technology partner. 

However, there are a range of specific 
treats within this area that you need to be 
especially aware of.

Spear phishing

Spear phishing refers broadly to any type of phishing 
attack that is highly personalised and targeted to a 
specific user. While a generic phishing attack may 
simply be addressed as 'dear user', for example, a 
spear phishing attack may appear to come from an 
individual the user is already expecting to hear from, 
and include personal or business information. 

This may start with their name, but also include their 
job title, employer or even more detailed facts that an 
individual would not expect a scammer to know.

Executive impersonation

An increasingly common subset of phishing is executive 
impersonation. This is where the sender disguises the 
email to make it appear as if it's from a senior executive 
at the recipient's company, often asking them to 
send highly-sensitive information. Common ways of 
achieving this include using email domains that are 
similar to, but slightly different from, the real address 
- for example, a minor misspelling of the company's 
name.

These often work as junior employees are less likely 
to question requests from more senior colleagues and 
don't want to keep them waiting, so they may respond 
before performing a thorough check for any red flags. 

Even the biggest firms can be affected by this. For 
example, in 2016, Snapchat admitted it had fallen 
victim to this type of scam when an HR employee 
received an email purporting to be from CEO Evan 
Spiegel, requesting payroll information7. They duly 
complied, only realising the error too late.

Info@guv.co.uk Info@gov.uk
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Malware

If many phishing attempts aim to get data or money out 
of your company, malware efforts aim to get malicious 
software into your network. Once there, this can be used 
to perform a wide range of actions, from monitoring a 
user's activity through keylogging software to accessing 
vital databases or even locking a user's files.

Ransomware is a particularly dangerous form of 
malware because, once it's in the system, there is very 
little businesses can do about it short of actually paying 
up, and even then, there is no guarantee they will 
regain access to their data. Therefore, the best defence 
against this type of email threat is a combination of 
comprehensive backups for important files and a strong 
first line of defence to stop such emails reaching users.
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Brand impersonation

A similar scam is brand or domain impersonation, where 
hackers pretend to be a trusted entity or business 
application. More than four out of five spear phishing 
attempts (83 per cent) use this tactic8, with around a fifth 
of attacks posing as financial institutions in the hope of 
getting users to hand over valuable payment details, or 
even make a payment directly.

Because they appear to originate from reputable 
senders, many traditional email security tools 
struggle to block these attacks, especially if they 
come from legitimate accounts that have already 
been compromised. One common strategy is to use 
Office 365 accounts or similar that have had their login 
credentials stolen, before sending spear phishing 
emails to known contacts of those account holders.
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Layered security is 
the answer

Tackling these issues requires a range of 
solutions to guard against email threats at 
every stage. It's no longer enough for firms to 
rely on traditional tools like anti-malware and 
anti-virus software to keep their networks 
safe.

A modern, comprehensive email security 
platform should include intelligent systems, 
effective user training and response systems 
that can prevent damage before, during and 
after an incident is experienced.

Arrow Business Communications Ltd

“A multi-layered approach can 
improve your resilience against 
phishing whilst minimising disruption 
to user productivity. This approach 
provides multiple opportunities to 
detect a phishing attack and stop it 
before it causes major harm.”

~ National Cyber Security Centre9  
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2.   Fight targeted attacks

To deal with complex, targeted attacks that may escape 
the notice of traditional defences, more intelligent 
solutions are required. This is where technologies such 
as artificial intelligence and machine learning come in.

These solutions can scan systems based on behavioural 
analysis, rather than simply looking for a known list of 
malicious signatures. Because these tools can integrate 
with business applications such as Office 365, they can 
sit inside the user's inbox, which allows them to look 
at all the user's activity, comparing historical mail with 
new inbound messages. This means it will have an 
understanding of an individual's existing contacts, the 
brands they communicate with, and more.

Machine learning tools can then pick up on any 
communications that differ from these known patterns. 
For example, if a brand impersonation email claims to 
be from Microsoft, the tools will spot if the domain it 
is sent from doesn't match that which the company 
usually uses. The same applies to internal mail, so it can 
spot any red flags that can indicate targeted executive 
impersonation or business email compromise attempts.
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1.   Filter out suspicious email

The first line of defence for any email security solution 
is a gateway that can detect and block suspicious 
emails before they reach your users' inboxes. Secure 
Email Gateways work by ensuring every message that 
passes through your email server - inbound, outbound 
and internal - is scanned for malicious content. This 
can involve analysing any URLs included in the email 
to ensure they are not redirecting users to a fake site, 
as well as checking attachments for known signatures 
of malware.

In today's environment, users have to be mindful that 
these tools alone are far from a foolproof solution. 
Sophisticated hackers can often bypass these defences 
with more advanced, highly-targeted emails, while they 
may fail to pick up as-yet unknown pieces of malware. 
They are useful, however, for filtering many of the most 
common, less targeted attacks that may otherwise 
plague businesses, so should not be overlooked 
altogether. Instead, they need to be treated as just the 
first part of a comprehensive layered defence network.
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users that mimic the tactics of scammers, for example, 
can quickly show you who remembered the advice and 
who clicked the link. This quickly lets you know how 
effective your training has been and where you need 
to focus your efforts.

4.   Secure your cloud data

Email-related risks aren't just restricted to external 
hackers. Malicious insiders, accidental deletions of 
important communications and programming errors 
can all cause issues for your business. With much of 
today's mission critical data and applications being 
stored in the cloud, you may think protecting this data 
is all taken care of, but this is not necessarily the case.

For instance, even when using Office 365, if a user 
deletes important data from the Outlook inbox, it will 
only be recoverable for the short time it sits in the 
Deleted Items folder - after which, it's gone for good. 
Therefore, it's vital that business email protection 
strategies include strong backup functionality.

This not only protects against the risks caused by user 
error, but also offers security against encryption-based 
attacks such as ransomware and allows businesses to 
get up and running with the minimum of disruption 
should they experience a data loss incident.
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3.   Educate your users

For many businesses, it is their users who are often the 
weakest link in their email security system. According 
to data from the Information Commissioner's Office, 90 
per cent of data breaches in 2019 were the result of 
human error10, and even the most advanced security 
technologies may not be able to do anything about 
reckless behaviour.

When it comes to email threats, common issues include 
users failing to recognise clear red flags that an email 
is suspicious. Signs such as typos, misspelled domain 
names, or unusual requests may go unnoticed if users 
are in a rush, while if an email appears to look good 
on the surface, it can be easy to open an infected 
attachment or click a link that leads to a spoofed site.

Many attacks we observe these days completely lack 
the identifiers that technologies rely on. For example, a 
financial transfer request coming from a compromised 
account (and therefore a trusted domain) could include 
zero attachments or links, leaving only the target user 
to stop and think ‘is this suspicious?’

A strong training programme is the best way to combat 
these threats. However, it's not enough for users to 
simply sit through a presentation once or twice a year. 
You should also be conducting ongoing refreshers and 
simulations to see how your employees are responding 
to your efforts. Sending out test emails to your own 
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5.   Have a strong response plan

Sometimes, even the best protective measures can't 
stop an especially advanced attack from breaching your 
perimeter. In these circumstances, it's vital that you have 
a tried and tested response plan ready to go in order to 
shut down any breaches quickly and minimise damage.

The latest tools can make this much easier. For 
example, automation tools can respond to any alerts by 

Arrow Business Communications Ltd

immediately scanning the inboxes of other employees 
to identify any further instances of malicious mail and 
remove it quickly before other users open it. 

This will also reveal any other affected users, allowing 
them to be given instant advice on what to do to 
mitigate the impact of a breach, such as changing 
passwords. Integration with other security tools can also 
ensure that any malware that does enter the network 
can be isolated and contained before it has a chance 
to spread any further.

The essential guide to email security - 2021 Report

www.arrowcommunications.co.uk | 0333 240 9880
10

Arrow Business Communications Ltd



www.arrowcommunications.co.uk

1 https://www.gov.uk/government/publications/cyber-security-

breaches-survey-2020/cyber-security-breaches-survey-2020
2 https://enterprise.verizon.com/resources/reports/2019-data-

breach-investigations-report.pdf
3 https://www.tripwire.com/state-of-security/latest-security-

news/sony-hackers-used-phishing-emails-to-breach-company-

networks/
4 https://www.ncsc.gov.uk/news/alert-targeted-ransomware-

attacks-on-uk-education-sector
5 https://www.zdnet.com/article/phishing-why-remote-working-is-

making-it-harder-for-you-to-spot-phoney-emails/
6 http://blog.altinet.co.uk/blog/uk-remote-workers-show-poor-

cyber-security-behaviours
7 https://www.theguardian.com/technology/2016/feb/29/

snapchat-leaks-employee-data-ceo-scam-email
8 https://www.barracuda.com/spear-phishing-report
9 https://www.ncsc.gov.uk/guidance/phishing
10 https://www.infosecurity-magazine.com/news/90-data-

breaches-human-error/ 

Contact Us
Arrow Business Communications
Info@arrowcommunications.co.uk
0333 240 9880

Finding the right 
plan for your 
business

No single email security solution can be 
100 per cent effective, as there are many 
variables to consider, and hackers are 
always developing new tactics to get around 
defence. However, with a comprehensive, 
multi-layered protection solution in place, 
businesses can significantly reduce their risk. 

This means that hackers who are focused on bypassing 
traditional defences such as email gateways with 
targeted attacks will face other obstacles, while an 
educated and alert workforce will be able to look at 
unusual emails with a more sceptical eye to decrease 
the chances of human error.

Deploying such defences may be a complex process, 
however, especially if firms are dealing with multiple 
vendors for their protections. Therefore, it pays to ensure 
you can get all the tools you need from a single trusted 
provider that can offer both technical solutions, such 
as advanced AI protections and automatic responses, 
and other support such as training programmes.

Email will remain a primary communication tool for 
every business for the foreseeable future and is only 
likely to grow in importance as trends such as remote 
working grow. Therefore, those firms that act quickly to 
ensure they're using the latest defences can get one 
step ahead of the hackers and enjoy peace of mind 
that these vital channels are as safe as possible.

The essential guide to email security - 2021 Report

www.arrowcommunications.co.uk | 0333 240 9880
11

Arrow Business Communications Ltd



www.arrowcommunications.co.uk

Whatever the Technology
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